Annotif: A System for Annotating Mobile
Notifications in User Studies

Alexandra Voit
University of Stuttgart
Stuttgart, Germany
info@alexandra-voit.de

Dominik Weber
University of Stuttgart
Stuttgart, Germany
weberdk@vis.uni-stuttgart.de

ABSTRACT

Notifications are an essential feature of smartphones. While
they support users in staying up-to-date, they are also a
prominent source of interruptions. A deeper understanding
of mobile notifications is required to avoid adverse effects.
However, assessing mobile notifications is challenging as
user studies on mobile notifications are typically conducted
in-situ. Surveying users may lead to additional interruptions,
and the content of notifications is inherently private. In this
paper, we introduce a privacy-aware system for annotat-
ing mobile notifications in user studies. In an in-situ case
study, participants annotated their notifications for one week.
Participants perceived 38.91% of their notifications as not im-
portant and over half (51.75%) as non-urgent. Only 6.33% of
the notifications were rated as both very important and very
urgent. We discuss influencing factors, including a break-
down of messaging notifications, and implications for future
smart notification systems that continue to fulfill users’ in-
formation need while respecting their digital well-being.
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1 INTRODUCTION

Notifications are an integral part of current smartphones.
Apps can trigger notifications to gain the user’s attention
using visual, tactile, and auditory cues. These notifications
can be of different categories, from communication, events,
news, utilities to system alerts. Prior work found that users
value notifications related to people and events [37]. Instant
messaging notifications enable asynchronous communica-
tion and allow people to stay connected [8]. However, while
these types of notifications are valued, they can also cause
interruptions and distractions. This can cause adverse effects,
such as increased stress [48], inattention [25], and reduced
task performance [10]. Prior work suggests to reduce ad-
verse effects by silencing [8], filtering [27], or deferring [30]
notifications. This is a balancing act of fulfilling the users’
information need while respecting their digital well-being. A
“smart” notification management system should not withhold
important and time-sensitive notifications from users.

A deeper understanding of mobile notifications is still
missing. For instance, while previous work found that “noti-
fications are for messaging” [37], communication is a broad
category which requires closer inspection. In a recently
published study, researchers found that participants attend
notifications about individual (1:1) chats faster than group
chats [36]. Further, messaging is no longer limited to text
messages alone. Modern messaging apps support rich media
formats such as pictures, videos, and voice recordings. In
July 2017, the popular messaging app WhatsApp reported
1 billion daily active users sending 55 billion messages, 4.5
billion photos, and 1 billion videos per day [47]. It is not
yet known how these types of messages, and corresponding
notifications, are perceived by users.

Learning how users perceive notifications is a challeng-
ing task. The importance and urgency of notifications de-
pend on their content and context [28], which is the reason
why notifications are typically assessed in-situ. In the case
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of communication-related notifications, the relationship be-
tween the sender and the user matters as well [29]. The
Experience Sampling Method (ESM) is a popular method to
learn about users’ experience throughout the day by trig-
gering questionnaires at random times or using specific
events [6, 20]. However, these questionnaires are delivered
to users as notifications themselves, which makes it difficult
to survey users without influencing them by introducing
additional interruptions. Further, the nature of notifications
is inherently private and often sensitive. While the content
of notifications is essential to understand the perceived im-
portance and urgency, handling the content in user studies
must not be an afterthought.

In this paper, we introduce Annotif, a system for annotat-
ing mobile notifications in user studies. Using this system,
we conducted a week-long in-situ case study to explore the
importance and urgency of mobile notifications. Annotif en-
abled participants to annotate their notifications including
the content and context while respecting the notifications’
private nature. The results show that participants perceived
38.91% of their notifications as not important and over half
(51.75%) as non-urgent. Only 6.33% of the notifications were
rated as both very important and very urgent. We discuss
influencing factors, including a detailed breakdown of 1:1
and group messaging notifications.

Our contribution is two-fold: (1) We introduce Annotif, a
privacy-aware system for annotating mobile notifications in
in-situ studies in an unobtrusive manner. (2) We report the
results of a week-long in-situ case study in which partici-
pants used Annotif to annotate the importance and urgency
of their notifications.

2 RELATED WORK

In this section, we summarize related work on mobile notifi-
cations, interruptions, and experience sampling.

Mobile Notifications

A body of prior work investigated mobile notifications. The
smartphone is currently the preferred device to be notified
on [45]. Sahami Shirazi et al. conducted a large-scale assess-
ment of mobile notifications with almost 200 million noti-
fications from over 40,000 users [37, 41]. They found that
notifications from messaging apps are regarded as highly
valuable. In general, the researchers argue that important
notifications are about people and events. Pielot et al. in-
vestigated mobile notifications in a smaller, more controlled
study [33]. They found that their 15 participants received
M = 63.5 notifications per day in the year 2014. Pielot et al.
recently revisited this work in a large-scale study with 278
Spanish users [36]. They found that the participants received
Md = 56 notifications per day, with most of them being
messaging notifications.
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Mobile phones enabled text messaging as a popular com-
munication method [5]. Dingler et al. explored the attentive-
ness of users towards mobile messages [13]. They found that
users were attentive to messages for approximately 12 hours
per day. Avrahami et al. showed that the responsiveness to-
wards instant messaging is affected by the context and the
presentation of messages [4]. Church et al. investigated the
effect of the messaging app WhatsApp overtaking traditional
SMS [8]. Mehrotra et al. found that the sender of messages
can have an impact on how notifications are perceived [29]
and Pielot et al. identified features to predict if a user will
attend a message within a specified period [34].

Interruptions and Notification Deferral

Prior studies investigated what makes interruptions dis-
ruptive [17]. Interruptions can delay task completion by
up to four times [26]. Czerwinski et al. explored the ad-
verse effects of instant messaging interruptions on different
kinds of tasks [10]. Other work looked at the attentional
cost of receiving notifications [38] and relevant interrup-
tions [11, 16, 18, 23]. While interruptions may cause inat-
tention [25], intense phone use does not predict negative
well-being [24]. In a world of constant connection, being un-
available is an interesting research topic [7]. Researchers re-
cently started to explore the “joy of missing out” [2], enabling
users to reflect on their notifications [46], and experimented
with disabling push notification altogether [35].

Other approaches explored models to better time inter-
ruptions [1, 32, 39, 40]. Attelia Il is a middle-ware to defer
notifications to times between subsequent tasks [30]. SCAN
is another approach of a notification system that takes the
social context into account [31]. PrefMiner is a system to gen-
erate rules for notification management automatically [27].
Fischer et al. investigated mobile phone activity as indicators
of opportune moments to deliver notifications [15]. Igbal and
Bailey explored the use of breakpoints to deliver notifica-
tions [21]. Weber et al. investigated the user-defined deferral
of mobile notifications by “snoozing” them [42], and Auda et
al. enabled users to define rules for automatically snoozing
notifications and creating end-of-day summaries [3].

Experience Sampling of Mobile Notifications

The importance and urgency of notifications depend on their
content and context [28]. The Experience Sampling Method
(ESM) is a popular method to learn about participants’ expe-
rience throughout the day by triggering surveys at random
times or triggered by specific events [6, 9, 20]. However,
these surveys may disrupt participants [19] which is prob-
lematic when studying interruptions caused by notifications
in the first place. Sahami Shirazi et al. triggered surveys on
participants’ desktop computer to assess the importance of
mobile notifications [37]. However, the surveys were limited
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to few notifications per participant and only surveyed about
the app that created the notification, without considering
the content or context. The researchers balanced the limited
samples by having a user base of over 40,000 users. However,
for most user studies, especially in an academic context, this
number of users is unfeasible.

An alternative to ESM is the Day Reconstruction Method
(DRM) [22]. Instead of surveying participants throughout the
day, they are asked to reconstruct the day systematically be-
fore assessing it. This method does not capture participants’
impressions in the exact moment. Instead, the assessment
is done post-hoc. However, by asking participants to recon-
struct the day this limitation is reduced, while having the
advantage of not disrupting the participants during the day.

Summary

Research on mobile notifications is typically conducted in-
situ. Capturing how users perceive notifications without
influencing them is a challenging task. Further, while prior
work has shown the importance of the notification content,
handling the content in user studies is challenging due to its
private nature. What is missing are tools that enable us to
gain a deeper understanding of mobile notifications in an
unobtrusive and privacy-respecting manner.

3 THE “ANNOTIF” ANNOTATION SYSTEM

To overcome the challenge of surveying users about mobile
notifications, we developed an annotation system consisting
of an Android notification logging app, a server application,
and a web-based annotation tool (see Figure 1).

Background on Notifications in Android

Notifications are a core feature of Android. Any Android
app can trigger notifications by default. However, users can
disable notifications for specific apps. A notification typically
consists of a small icon and two lines of text. Notifications
are shown in the notification drawer that can always be
accessed by swiping down from the top of the screen [44].
In newer versions of Android, notifications are also shown
on the lock screen. Notifications can be extended in several
ways. Developers can attach sounds and vibration patterns,
set priority levels, and group multiple notifications.

The priority level is one factor that decides the order of no-
tifications in the notification drawer. Possible priority levels
range from MIN, LOW, DEFAULT, HIGH, to MAX. The notifying
app sets the priority level.

Notification groups consist of multiple notifications from
the same app that share the same group key. Apps can set one
notification as the group summary. For example, consider an
instant messaging app that creates a notification for each
unread conversation. The app would create N notifications

MUM 2019, November 26-29, 2019, Pisa, Italy

| Android System |

—-| Receive notifications |

| Enter passphrase |
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Smartphone Server Web Browser

Figure 1: The data flow of the system. Notifications are col-
lected on the smartphone and periodically synced to the
server. On the server, notifications are filtered and served
to the web browser. The notifications are then annotated by
the user and sent back to the server. Notification content is
encrypted between the smartphone and the web browser.

for the N unread conversations, and an additional notifi-
cation as the group summary. Depending on the Android
version, the Android system would only display the group
summary while hiding the other N notifications, or allow
the group summary to be expanded. When it comes to updat-
ing existing notifications, apps may use different strategies.
In the example with N + 1 instant messaging notifications,
an additional conversation could cause the app to trigger a
single notification for the new conversation and update the
group summary, resulting in two notification events. An al-
ternative strategy is to revoke and re-create all notifications,
resulting in N + 2 notification events. It is important to keep
this behavior in mind, as notification events in the Android
system do not directly correspond to the actual number of
different notifications shown to users.

Notification Logging App

Based on our prior work [43], we developed an Android app
to log notifications from smartphones, extend them with
context data, encrypt them, and periodically sync them with
a server. The app registers itself as a Notification Listener
Service [12]. The service retrieves events about new and
removed notifications from all apps installed on the device.
A useful aspect of this service is that it is exempt from battery
optimization procedures and therefore always runs in the
background without interruption.

The left side of Figure 1 shows the data flow of the An-
droid app. The Notification Listener Service listens for new
notifications in the background. Once a new notification
event is received, the app first extracts all meta-data of the
notification. This includes the package name (the identifier
of the app that created the notification), the time when the
notification was created, the app-set priority level, and the
notification group key. In line with prior work on smart-
phone users’ concerns [14] and to respect the private nature
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This notification is very urgent to me.
Strongly disagree Disagree Neutral Agree Strongly agree

(© We, September 12, 2018

4:00 PM Where were you?

(4 hours ago) Athome

With friends, acquaintances, partner

® At work/ university

On the go

Comment

Sport

Cafeteria, restaurant, café
Public place (cinema, shop ...)
Other

Why was this notification important or urgent? Incorrect information?

Figure 2: Screenshot of the web-based annotation tool for a single notification. The tool provides a map, the absolute and
relative time, the app icon of the notifying app, the notification content text, importance/urgency ratings on a 5-point scale,
a location selection, and an optional comment field. Clicking on words censors them. Users can optionally censor the entire
notification content by clicking on the block icon in the top right corner.

of notifications, the app extracts the notification content and
encrypts it using the Advanced Encryption Standard (AES) in
the Cipher Block Chaining (CBC) mode with an encryption
key derived from a user-defined passphrase using PBKDF2.
The app also stores the SHA-256 hash of the content. This
allows the detection of notifications with duplicate content
without knowledge of the content itself. The app will also
automatically record if the content contains the name of the
user or the name of a user’s contact. This is done by retrieving
the list of saved contacts on the device and searching for the
contact names in the content text using a regular expression.
Finally, the app associates the device’s current location with
the notification. The extended and encrypted notifications
are then stored in an on-device database and periodically
sent in batches to the server using a secure connection.

Server

The server receives notifications from the Android app (see
Figure 1). It stores the encrypted notifications in a database
and associates them with the user ID. To prepare the noti-
fications for annotation, the server executes the following
five filtering steps:

(1) For a given user ID, select all notifications that were
not yet annotated by the user.

(2) Discard all notifications that are older than a specific
time period (e.g., 48 hours). This ensures that users
only annotate notifications that they still remember.

(3) Cluster the remaining notifications according to the
app that created them. Split the clusters if they contain
notifications from multiple days to one cluster per day.
Sort the clusters from old to new.

(4) For each cluster, retrieve the group key of all notifi-
cations. For each group key in each cluster, check if
the group contains both a group summary and other
notifications. If this is true, filter the group summary
and keep the other notifications. Otherwise, if there is
only a group summary, keep it.

(5) For all notifications in each cluster, compare the text
hash value. If there are multiple notifications from
the same app with the same text hash, keep the first
instance of the notification and discard the duplicates.

The remaining clusters do not contain notifications from
the same app with duplicate content. The clusters are served
one-by-one to the web-based annotation tool. For instance,
the user would see a list of WhatsApp notifications that were
created approximately at the same time. After they are an-
notated, the server stores them in a separate database table.
The server would then serve the next cluster of notifications,
e.g., a set of email notifications. Users can take a break from
annotating notifications at any point in time.

Annotation Tool

Users access the web-based annotation tool using a person-
alized link that contains the user ID. The user is then shown
a password field to enter the same passphrase that was set
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in the Android app. The passphrase is kept client-side and
never sent to the server. The annotation tool then requests
a new set of notifications from the server, decrypts them
using the user-provided passphrase, and renders them (see
Figure 2). The annotation box consists of the following parts:

Location. A map showing the location of the device when
the notification was triggered. It also shows the estimated
location accuracy and age of the location data.

Date and Time. The date and time when the notification
was triggered, including a relative description to the current
time (e.g., “4 hours ago”).

Notification. The content of the notification. Clicking on
a word censors it. The “block” icon in the top right corner
censors all text at once. Additionally, the icon of the app that
created the notification is shown next to the text.

Annotation Form Controls. We implemented 5-point
Likert scale items to rate the agreement to the statements
that the notification is very important/ very urgent. Further,
the location can be assigned to one of eight pre-defined la-
bels, and an optional free text field allows users to provide
additional information or to report problems.

After the user annotated all notifications in a cluster, the
tool verifies that all required form controls were selected
and sends the annotated notifications to the server using a
secure connection. At this point, the content is no longer
encrypted and can be used for analysis. However, users are
in control about what is being shared by censoring parts of
or the entire content. We want to highlight that the system
can be easily modified or extended by logging additional
values in the Android app or by replacing the form controls
shown in the annotation tool. Notifications are stored in the
JavaScript Object Notation (JSON) and are extended as they
flow through the system. Therefore, the system can be used
flexibly in different kinds of user studies.

4 CASE STUDY

To test the Annotif system, we conducted a week-long in-
situ study. Participants installed the Android logging app on
their personal smartphones and annotated notifications on
their personal laptops or desktop PCs.

Design

We designed the case study inspired by prior work [37],
the Experience Sampling Method (ESM), and the Day Recon-
struction Method (DRM). The Android app on participants’
personal smartphones recorded all notifications throughout
the day and periodically synced them with the server. The
notifications were extended with additional context data,
such as the location of the device when the notification was
triggered. This allowed the participants to reflect on the
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context when the notification was received. Participants an-
notated the notifications on their personal laptops or desktop
PCs. They were free to annotate them whenever they had
time. However, we set a time limit of 48 hours to ensure that
participants could still remember the context.

Procedure

We invited the participants to our lab one-by-one and ex-
plained the study procedure. We explicitly stated that the
participation is voluntary and that they can end their par-
ticipation at any time. After the introduction, participants
signed a consent form and filled in a demographic survey.
We then installed the notification logging app on partici-
pants’ smartphones. On all devices, we verified that the date
and time were set correctly, that there was sufficient free
storage available, and that location services were enabled.
Participants then entered their first, last, and nicknames in
the app. The app also accessed the names of the participants’
contacts to automatically detect if a notification contained
the name of a contact. After the participants set their secret
passphrase for the text encryption, the notification logging
app was silently running in the background of the smart-
phones. No further intervention was necessary.

We then showed the participants the annotation tool and
explained all aspects of it. After the participants left, we
sent out personalized emails with links to the annotation
tool. Participants then annotated notifications for one week.
Afterward, we sent out another email with instructions on
how to uninstall the app and a post-study questionnaire.

Participants

We recruited participants from the local area. All partici-
pants were German. A requirement for the study was that
participants had to own an Android-based smartphone with
Android 5.0 or newer, and a laptop or desktop PC. Thirteen
participants participated in the study (7 female, 6 male). They
were between 21 and 55 years old (M=26.23; SD=8.44). Four
participants were employees, and nine were students. Ten
of the thirteen participants stated to use their smartphones
for both personal and work purposes. The other three par-
ticipants only used their smartphone for personal purposes.

5 RESULTS

All thirteen participants completed the study and annotated
their notifications for one week. Participants used their per-
sonal smartphones for the study. The devices had between
151 and 391 apps installed (M=266; SD=92). This number
includes system apps and apps that were pre-installed by the
device manufacturer. The language of all smartphones was
set to German.
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Table 1: Total notification events, filtered events (duplicates/
groups), missed annotations and annotated notifications.

# Total events Filtered Missed Annotated
P1 792 539 0 253
P2 1,219 816 31 372
P3 1,630 955 0 675
P4 2,327 1,518 86 723
P5 810 427 99 284
P6 738 458 0 280
P7 1,321 721 0 600
P8 917 611 0 306
P9 594 335 0 259
P10 2,664 1,855 48 761
P11 1,240 745 9 486
P12 1,563 1,099 0 464
P13 2,856 1,940 191 725
> 18,671 12,019 464 6,188

Received and Annotated Notifications

We logged a total of 18,671 notification events. Breaking
this number down per participant, this results in between
594 and 2,856 notification events per participant (M=1,436;
SD=750; Md=1,240). As shown in Table 1, the server filtered
12,019 duplicate notification events and group summaries.
464 notifications were not annotated due to six participants
sometimes missing the 48 hours annotation time window.
This resulted in a total of 6,188 — or 93.02% — annotated
unique notifications. Again, breaking this number down per
participant, we saw that participants annotated between 253
and 761 notifications (M=476.00; SD=198.17; Md=464).

The annotated notifications were created by 94 different
apps. The instant messaging app WhatsApp was used by
all participants and dominated the number of created and
annotated notifications. 65.22% of the annotated notifications
were created by WhatsApp, followed by the Google Play Store
(4.99%), and the instant messaging app Telegram X (3.80%).

Timings

Most annotated notifications were triggered around noon
and in the afternoon. 25.26% were triggered between 10am
and 2pm and 29.14% between 6pm and 9pm. The median
time between a notification being triggered and finally being
annotated was 17 hours and 53 minutes (see Figure 3). Two-
thirds (72.66%) of the notifications were annotated within 24
hours. Participants annotated notifications throughout the
day, with a third (32.97%) of the notifications being annotated
between 5pm and 7pm.

Weber et al.
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Figure 3: Histogram of the time delta between notifications
being created on the participants’ smartphones and finally
being annotated.

Annotated Locations

Most of the notifications were annotated with the Home label
(57.19%), followed by Work (14.87%), On-the-go (12.78%), With
friends (9.2%), at a Restaurant/cafe (2.81%), In public (1.66%),
and during Sport (1.12%). Only 0.37% of the notifications were
annotated with the catch-all Other label. This indicates that
the map shown next to the notifications in the annotation
tool supported participants in assigning the notifications to
a context.

Optional Comments

Eleven participants used the optional comment field to pro-
vide additional information for 4.12% of the annotated notifi-
cations. The comments mostly provided more details about
the location (such as multiple labels applying) or mentioned
that the location was off. This further indicates that partici-
pants were able to recall the context for a given notification.

Censored Content

Participants made use of the option to censor parts of the
content for 32.01% of the annotated notifications. Only 0.82%
of the notifications were censored completely. With 92.83%,
most censored notifications were WhatsApp notifications.
We calculated how many notifications were censored per
app. The five apps with the highest percentage of censored
notifications were all communication apps: WhatsApp (45.56%),
Snapchat (40.91%), SMS (37.50%), Gmail (34.55%), and Face-
book (26.92%). Looking at which parts of the text were cen-
sored, we noticed that participants made use of the option
to remove the names of their contacts in personal messages,
with the message itself often left uncensored. This was in-
teresting, as censoring the name and the entire message
requires the same number of clicks in the annotation tool.
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Figure 4: Distributions of the agreements that notifications
are very important/ very urgent. The Android priority level

set by apps for comparison.

Participants seemed comfortable with sharing the messages
as long as the senders’ names were censored. This is an useful
insight for future studies on mobile notifications.

Importance and Urgency Ratings

The distribution of the importance and urgency ratings can
be seen in Figure 4. Looking at the agreements to the state-
ment that a notification is very important, we found that par-
ticipants (strongly) disagreed in 38.91% of the cases. 17.42%
were rated neutral, and in 43.67% of the cases participants
(strongly) agreed. Regarding the statement that a notification
is very urgent, participants (strongly) disagreed in over half of
the cases (51.75%). 22.6% were rated neutral, and only 25.65%
of the annotated notifications received (strong) agreement
ratings.

For comparison, we looked at the priority value that is set
by apps for each notification. The five priority levels (MIN,
LOW, DEFAULT, HIGH, MAX) can be compared to the 5-point
Likert scale used for the importance and urgency ratings.
We found that for most notifications (87.69%) the DEFAULT
value was set. Thus, the priority level is not useful to decide
on the actual importance or urgency of notifications.

Correlations

We calculated the Pearson correlation coefficient for the im-
portance and urgency ratings, and the priority value. The re-
sults show that there is a strong positive correlation between
the importance and the urgency of notifications (r=0.82;
p<0.001). The correlation is visualized in Figure 5. Notably,
participants perceived one-third of the notifications (32.60%)
as neither important nor urgent (importance = urgency = 1).
Only 6.33% of the notifications were regarded as both impor-
tant and urgent (importance = urgency = 5).
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Figure 5: Correlation between the perceived importance
and the perceived urgency of the annotated notifications.
(1=strong disagreement; 5=strong agreement)

There is neither a correlation between the rated impor-
tance and the priority (r=0.18; p<0.01) nor between the rated
urgency and the priority (r=0.16; p<0.01).

Messaging Notifications

Of the 6,188 annotated notifications, 65.22% were created
by the instant messaging app WhatsApp. All participants
used WhatsApp, which reflects the dominant market share
of the app in Germany. In the following, we provide a closer
look at WhatsApp notifications according to four aspects. An
overview of the ratings can be seen in Table 2.

(1) WhatsApp vs Other Apps. On average, WhatsApp
notifications received higher importance and urgency rat-
ings compared to notifications from other apps.

(2) Rich Media Messages. Apart from traditional text
messages, WhatsApp allows users to send different rich me-
dia messages, including pictures, videos, and voice record-
ings. The notifications for these rich media messages contain
corresponding emojis (i@, L W ) at specific positions of the
text. This information allowed us to distinguish the noti-
fication types. The majority of notifications were for text
messages (93.26%), followed by photos (4.44%), audio record-
ings (1.34%), and videos (0.97%). On average, notifications
for audio recordings received the highest importance and ur-
gency ratings, followed by text messages, photos, and videos.

(3) 1:1 vs Group Chats. WhatsApp allows conversations
between two users (1:1 chats) and multiple users at once
(group chats). Prior work used text heuristics to differen-
tiate between 1:1 and group chats [36]. However, looking
at the meta-data of WhatsApp notifications revealed that
1:1 chats are tagged with the string “s.whatsapp.net” and
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Table 2: The average importance and urgency ratings for
WhatsApp notifications based on specific features.

Importance Urgency

Feature M SD M SD N
1  WhatsApp 3.10 134 256 1.34 4,036
Other apps 2.30 148 2.13 1.36 2,152
2 Voice 4.41 .66 4.00 1.20 54
Text 3.10 134 257 1.33 3,764
Photos 2.86 1.36 212 1.17 179
Videos 2.41 1.16 1.57 72 39
3 1:1 chats 3.47 1.14 286 1.30 2,275
Group chats 2.60 1.42 2.16 1.28 1,745
4 1:1 with name 4.22 88 339 1.35 89
1:1 without name 3.46 1.14 284 1.30 2,186
Group w/ name 3.80 1.21 3.09 1.29 35
Group w/o name  2.57 141 214 1.27 1,710
Both w/ name 4.10 99 331 134 124
Both w/o name 3.07 134 254 1.33 3,896

group chats with “g.us”. This allowed us to reliably differen-
tiate between them, regardless of the user’s device language.
We found that more WhatsApp notifications were from 1:1
chats (56.37%), compared to group chats (43.23%). Only six-
teen notifications (0.40%) were without a tag. On average, 1:1
chats were rated as more important and urgent than group
chats (see Figure 7a), likely because users are not always
addressed directly in group chats.

(4) Mentioning the User. The notification logging app
automatically detected if notifications contain the first, last or
nickname of the users and flagged notifications accordingly.
Notifications that contain the user’s name received higher
importance and urgency ratings than the other notifications.
This is not only true for WhatsApp 1:1 and group chats, but
also over all apps (see Figure 7b).

Notification Clusters

Participants rated notifications from 94 different apps. We
selected all apps whose notifications were rated by at least
three participants. We then calculated the normalized im-
portance and urgency ratings for the resulting 18 apps. For
WhatsApp, we included the normalized overall rating and
added 1:1 and group chats as well. The resulting 20 data
points can be seen in Figure 6. For the Figure, we categorized
and color-coded the apps. Applying k-means with a value of
k = 4 revealed the notification clusters C1-C4.
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Figure 6: Normalized importance and urgency ratings of 18

apps that were rated by at least three participants. Addition-
ally, we included WhatsApp 1:1 and group chats.

C1. Incoming phone calls received the highest ratings on
average, closely followed by alarms. These types of notifi-
cations only contributed to 1.0% and 0.4% of the annotated
notifications. It is easy to overlook these notifications when
exploring the data set. However, they are of high importance
and high urgency for the participants and often require their
immediate attention.

C2. This cluster contains notifications about missed phone
calls, calendar events (Google Calendar), SMS messages, and
WhatsApp 1:1 messages. Notably, the SMS were not used for
messaging. Instead, the notifications informed about calls
going to the mailbox and phone plan updates. Notifications
of this type are relevant to the user because the user is ad-
dressed directly, but they do not necessarily require the user’s
immediate attention.

C3. This cluster contains notifications from WhatsApp
(overall), email (Google Gmail), Snapchat, low battery warn-
ings, WhatsApp group chats, and Spotify music. Notifications
of this type might not always be relevant to the user, and
they are even less time-sensitive.

C4. The remaining eight apps were of the categories social,
system, tool, and media. Notifications of this type are “nice-
to-have” but neither of importance nor urgency. In some
cases, they could even be considered annoying by users.

We found that notifications containing the name of the
user (see Figure7b) or the name of a contact (see Figure7c) can
be an indicator that the notification is of higher importance.
The urgency ratings are affected similarly. As we have shown,
this can be detected automatically by using the contacts
stored on the device.
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Post-Study Questionnaire

After the participants annotated their notifications for a
week, we sent out concluding emails. We thanked them for
their participation and asked them to fill out a final post-
study questionnaire. In the questionnaire, we asked them if
they changed their smartphone usage behavior due to the
participation in the study and if they were consistent in an-
notating their notifications. Eleven participants reported not
changing their smartphone usage behavior during the study.
One participant reported disabling specific notifications, and
another participant mentioned uninstalling specific apps.
Overall, participants were confident that they annotated
their notifications consistently. Two participants mentioned
sometimes having a hard time to rate the importance and
urgency of notifications. Examples mentioned were notifi-
cations from music players about current songs and alarms.
Participants also mentioned censoring the names of people
to protect their privacy, something we were already able to
see when looking at the annotated data.

In a final text field, participants informed us about their
study experience. Annotating their notifications helped the
participants to reflect on the notifications that they receive on
a daily basis: ‘Tt was interesting to see how many unimportant
WhatsApp messages I receive throughout the day.” (P1)

Another participant realized during the study that she
receives a large number of unimportant notifications that
she subconsciously dismisses. “Only after annotating I noticed
how many notifications I receive that are not relevant to me at
all (e.g., weather notifications). Notifications like that I simply
dismissed without consciously reading them. [...] I would like
to turn off such notifications in the future since I probably still
perceive them subconsciously.” (P7)

Summary

We conducted an in-situ case study in which participants
annotated their notifications for one week. We used the An-
notif annotation system that allowed users to annotate no-
tifications without interrupting them while preserving the
notifications’ content and context. We found a strong cor-
relation between the perceived importance and urgency of
notifications. Only a small percentage of the notifications
were regarded as very important and very urgent. The in-
stant messaging app WhatsApp dominated the number of
created and annotated notifications. We saw differences in
the perceived importance and urgency depending on the
type of notification (e.g., 1:1 vs group and rich media mes-
sages). Notifications that contained the name of a contact
or in which the user was addressed directly received higher
importance and urgency ratings. Finally, we found four noti-
fication clusters that can be used to categorize notifications.

6 DISCUSSION

Using the Annotif system, we were able to collect 6,188 anno-
tated unique notifications from 13 participants. This equals
an annotation coverage of 93.02% for non-duplicate and non-
group notifications, without triggering surveys throughout
the day and potentially creating further interruptions. The
annotation interface displayed the notifications’ content and
context (location and time). The comments provided by the
participants in the optional free-text field indicated that the
participants were able to reflect on the notifications well.
Participants were able to screen the text of all logged notifi-
cations before sending them to us for analysis. Participants
made active use of this functionality. However, we were pos-
itively surprised that participants rarely censored all text.
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Instead, participants focused on preserving their contacts’
privacy by censoring names. This enables a more through-
out analysis of mobile notifications than simply relying on
meta-data. Future user studies on mobile notifications might
benefit from this finding. The Annotif system already de-
tected contact names from the users’ address books. This
might be further extended in the future to automatically
pre-censor notifications and, thus, reducing the number of
interactions needed in the annotation tool.

The results of the importance and urgency ratings in the
case study also pose interesting implications for smart no-
tification management systems. As described in the Notifi-
cation Clusters section, we found four notification clusters
(C1-C4) in the data set. Critical notifications (C1) require
the user’s immediate attention. Examples include incoming
phone calls and alarms. While critical notifications are of
high importance and high urgency, they only contribute to
a small fraction of the notifications users receive on a daily
basis. Without a system that enables participants to assess
all notifications, it is easy to overlook these notifications in
larger data sets. On the other hand, we saw a large number
of low priority notifications (C4). This is a long tail of apps
that create unimportant and non-urgent notifications. No-
tifications of this kind may be considered nice-to-have or
annoying by users.

In some cases, notifications may be lifted from one cluster
to an adjacent cluster. We saw that mentioning the user or
a contact increased the importance and urgency ratings. In
reverse, notifications may drop to a lower priority level if
they are received at the wrong time, e.g., personal notifica-
tions at work [42]. Finally, an app might display multiple
types of notifications that are perceived differently by users.
An example we saw in the study were notifications for rich
media messages in WhatsApp, with voice recording notifi-
cations receiving higher ratings. This is a novel finding that
was only uncovered by a notification data set with a high
annotation coverage.

These clusters can aid designers of future smart notifi-
cation management systems. We suggest that critical noti-
fications (C1) should never be filtered or deferred by such
systems. Low priority notifications (C4), however, can be
deferred, shown in batches, or shown as summaries at the
end of the day [3]. The biggest challenge for future smart
notification management systems are high (C2) and medium
(C3) priority notifications. These include communication-
related notifications and are responsible for a large number
of notifications users receive on a daily basis. Prior work has
shown that there is a social pressure to respond as quickly as
possible [8] and a fear of missing out [2]. Group chats might
consist of highly relevant or completely irrelevant messages.
Future work on messaging notifications can benefit from
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Annotif, as the system enables studying message contents in
a privacy-respecting and unobtrusive manner.

7 LIMITATIONS AND FUTURE WORK

The annotation system as presented in this paper focused
on the text of the notifications. However, the results of the
case study indicate differences in the perception of rich me-
dia notifications. In the future, the annotation system could
be improved by re-creating the notifications visually more
similar to notifications on the smartphone. This includes
displaying images associated with the notifications, such as
profile pictures of contacts. Further, all participants in the
case study were German. This was reflected in the apps used
by the participants. The instant messaging app WhatsApp
has a dominant market position in Germany. Other markets
have different dominating messaging apps, e.g., KakaoTalk
in South Korea and WeChat in China. Future studies should
be conducted with a larger number and more diverse sets of
participants over longer periods of time to create a more com-
plete understanding of mobile notifications. Finally, future
work should evaluate Annotif on a meta level. This includes
the workload of annotating notifications over extended peri-
ods of time and the overall usability of the system.

8 CONCLUSION

Smartphone users receive a large number of notifications
on a daily basis. These notifications can cause interruptions,
which in return can have adverse effects on the user’s pro-
ductivity and well-being. Prior work investigated mobile
notifications and means to reduce adverse effects, e.g., by
silencing, filtering, or deferring notifications. However, re-
searching mobile notifications is challenging, as studies are
typically conducted in-situ and the content of notifications
is of a private nature. In this paper, we introduced Annotif,
a privacy-aware system for unobtrusively assessing mobile
notifications in user studies. We reported the results of an
in-situ case study in which participants annotated their no-
tifications for one week. The results show that participants
perceived 38.91% of their notifications as not important and
over half (51.75%) as non-urgent. Only 6.33% of the notifi-
cations were rated as both very important and very urgent.
We discussed influencing factors, including 1:1 and group
messaging notifications, and implications for future smart no-
tification management systems that continue to fulfill users’
information need while respecting their digital well-being.
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